Dana anywhere

Single Sign On

Our Dana anywhere concept allows integration with your business applications by the use of
state of the art technologies with the use of the principles from single sign on.

The integration provides a parallel authentication with your business applications via the
HTTP protocol on a secure channel. This means that your customers only have to use one
set of credentials when using your business applications together with the services
provided by the Dana anywhere concept.

Your business application
with user data

Sign on T

Sign on =
ﬁ —
— Lock / unlock
—
o reqUESt danabridge
Maobile app Danaserver
customer
Lock / unlock Lock / unlock
Danalock

The customer is logging into Dana anywhere, which forwards the sign on request to your
business application. The business application returns a response depending on whether the
request was successful or not. Based on a successful authentification a roaming user profile will
be created within the Dana anywhere domain without storing the secrets, such as the password,
which belong to the user. The roaming user profile is used to manage the user-dependent
services in the Dana anywhere domain such as latch and unlatch the lock both when you are on
the ground next to the lock and remotely.

Other features such as administrating whom is able to access the lock by sending invitations and
removing users from the access list of the lock are also accessible.
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